
ff Real-time video and still 
image capture

ff Instant and event based 
media capture modes

ff Centralized management  
of the recorded media 

NetXMS ATM Video Surveillance Feature highlights:

NetXMS ATM Video Surveillance is a comprehensive ATM video 
monitoring solution, which allows to record video from one or more security cameras mounted 
on an ATM, as well as download selected video clips to a host computer for further viewing, if 
required. NetXMS ATM Video Surveillance can be used as a tool for both card fraud detection and 
chargeback dispute resolution.
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NetXMS Video Surveillance 
Feature overview

ff Video and/or still snapshots for any ATM 
event (Card Inserted, Money Taken etc) 

ff No special or expensive hardware required 
(works with any digital cameras or analog 
CCTV cameras with simple capture board; 
mixed camera types supported within a 
single ATM) 

ff Configurable media resolution and video 
codecs 

ff Distributed media snapshot storage and 
retrieval upon request, repeated requests 
are processed on the server side 

ff Media snapshots can be searched and 
retrieved by various transaction parameters 
(e.g. PAN, terminal id etc) 

ff Optimizations for limited bandwidth 
environments 

ff Centralized configuration and software 
updates 

ff Automatic housekeeping of the outdated 
snapshots

Security

ff User authentication with passwords, X.509 
certificates or smart cards 

ff Encryption using high-strength industry-
standard protocols 

ff User and group access rights for every 
system function 

Hardware requirements

ff Wincor Nixdorf or Diebold ATM 

ff The system can be customized to support 
other ATM vendors

ff Digital USB and/or analog CCTV 
cameras, wide-angle autofocus cameras 
recommended 

ff Recorded media can be stored on ATM 
internal hard drive or on an extra storage 
media for increased data retention times 

Architecture

ff Three-tier client-server architecture for high 
performance and security 

ff All events are handled by the server in real-
time 

ff Transparent and on-demand transfer of the 
media recorded 

ff Clean and simple user interface 
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